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INFORMATION TECHNOLOGY (IT) POLICY

Kuriakose Elias College recognizes the pivotal role of Information Technology (IT) in enhancing

the educational experience and operational efficiency. This IT Policy provides guidelines for the

acceptable use of IT resources, ensuring they are used in a manner that is ethical, lawful and

aligned with the college’s mission.

Objectives

To ensure the secure, effective and efficient use of IT resources.
To protect the confidentiality, integrity and availability of information.
To promote the responsible use of IT resources.

To define the roles and responsibilities of users and administrators.

Policy Statements

This policy applies to all students, staff and any other individual using IT resources at
Kuriakose Elias College.

IT resources must be used primarily for academic and administrative purposes related to
the college's mission.

Limited personal use is permitted, provided if it does not interfere with college
operations, burden the network or violate any laws or college policies.

Sensitive and personal data must be protected and handled in accordance with relevant
data protection laws and college policies.

Users must not attempt to bypass network security measures and all devices connected to
the college network must have up-to-date antivirus software and system patches.
Violations of this policy should be reported to the IT department or the designated
compliance officer.

This policy will be reviewed annually or as needed to ensure that it remains relevant and

effective in addressing the evolving IT environment.

Implementation

The IT department (Computer Point) of the college is responsible for implementing and

enforcing this policy, maintaining IT infrastructure, providing technical support and ensuring

that security measures are in place. Only software that is legally acquired and authorized by the

IT department (Computer Point) may be installed on college devices. The IT department is also

responsible for the maintenance and support of college-owned hardware. Users should not
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attempt to repair or modify hardware without authorization. Internet access is provided for
educational and research purposes. Users must avoid excessive personal use and refrain from
accessing inappropriate websites. Official college communications must be conducted through
the college-provided email system. Users must not use email for transmitting sensitive
information without proper encryption. The college reserves the right to monitor IT resource
usage to ensure compliance with this policy and to maintain network security and performance.
The following activities are prohibited:

a) Unauthorized access to IT systems or data

b) Activities that disrupt or degrade the performance of IT resources

¢) Using IT resources for commercial purposes or personal gain

d) Distribution of malicious software or engaging in cyberattacks

e) Accessing, sharing or distributing illegal or inappropriate content.
While the college respects the privacy of users, it cannot guarantee complete privacy. Users

should be aware that their activities may be logged and reviewed.



